Information Technology and International Expertise Support (ITIES) Questions

RFP FA9550-04-R-0004

18 August 2004

1) H047 TRAVEL.    Q:  How many trips are anticipated and to what locations?


A:  This varies from year to year, however it is usually about 2 international trips.  There is a reserve of $5K built in to the contract.  If more is required, then additional monies will be added.

2) PBSOW, par 2.1.2.   Q:  What is the nature of the "taskings and suspenses" described?


A:  This includes supplying information for our office’s area of expertise (i.e., international science and technology).

3) PBSOW, par 2.1.6.   Q:  With regard to, "... standard correspondence ... briefing materials, and reports", will the bidder be expected to use an existing Document and Records Management System? A:  Currently this is not part of the active requirements, however when the organization is directed to do this then this would fall under this contract’s statement of work.

- Q:  If yes, what system is currently in use? A: No system currently in place.

- Q:  If not, does the bidder need to provide such capability as part of

their proposal? A: No the bidder will not need to.

- NOTE:  additional questions regarding Organizational File Plans,

Records Management, and Document Management are contained below.

  
4) PBSOW, par 2.2.


-  Q:  Is the "secure library" physically located in a classified location, electronically contained elsewhere, or some mixture of such?  If it is not located in an internal secure space and not located on AFOSR's internal network storage, will the bidder be required to create or manage a separate secure physical or electronic storage capability? A:  The “secure library” does not refer to a classified library.  It is available through the internet, it is password protected, users access it through secure sockets layer (SSL), and only government personnel can access this system.   Three servers are provided.  One is for production outside the firewall, one is for test and evaluation of the database and one is for test and evaluation of the website.  These servers are housed in the AFOSR’s network center controlled by the AFOSR IT support contractors who ensure maintenance and ensure that applicable standards are applied.


-  Q:  Does the "secure library" utilize SIPRNET for data transfer?  If so, will SIPRNET be provided?  If not, assuming the "secure library" involves electronic data transfer, how is the "secure library" data transferred back and forth?  Will the bidder be required to establish or monitor a secure transmission medium?  A:  Not a classifed system therefore not applicable.

-  Q:  Is the data in the "secure library" shared in a manner similar to that of an extranet? A:  The secure library is shared over the internet.



-- Q:   If so, and assuming some or all of the elements are electronic, does the "secure library" require a Virtual Private Network (VPN) for external access? A:  N/A



-- Q:   If so, will the bidder be required to provide, maintain, or use VPNs in the daily course of doing business? A:  N/A


- Q:   If it is a part of AFOSR's internal or external network, is the "secure library" already covered by System Security Authorization Agreement (SSAA) or will the bidder be expected to prepare the SSAA?


A:  It will not be the responsibility of the contractor. 

5) PBSOW, par 2.2.1   


-  Q:  Will software change requirements for the "public access web page" be provided to the bidder as contract modifications or are they expected to occur as a level of effort response?  A:  This is a time and materials contract with incidental cost reimbursement portions (i.e., travel and transition).  This is not a level of effort contract.  In reference to the question, the software change requirements will not be provided as contract modifications.  However, the software changes are expected to occur as government requirements warrant.  Q:  If they are to be based on level of effort, how should we determine the appropriate level of effort? A:  The offeror is responsible for coordinating changes with AFOSR/IO government representative and the offeror’s international expertise consultant (~2 to 3 changes per week), responsible for coordinating public release (for each text change), format and graphics changes (for each text change), verifying Section 508 compliance (for each text change), testing implementation (for each change).  Expect to do a redesign of the public website which upon completion will be approximately 21 pages.

-  Q:  Will the bidder be required to participate in the Configuration Control Board (CCB) controlling the "public access web page" configuration?  If there is no CCB how is the web site configuration managed? A:  There is no CCB for the public access web page.  It is managed by public affairs.


-  Q:  How much of the "static content" has been transitioned to the AFRL Portal in accordance with current AFRL initiatives.  A:  It has not been transitioned.  Q:  Will the bidder be responsible for transferring the remainder of the AFOSR/IO "public access web page" to the AFRL/AFMC/AF portal?  A:  Currently this is not part of the active requirements.  Q:  If so, on what schedule?  A: N/A

-  Q:  How many pages are currently on the "public access web page"? A:  ~ 21 pages


-  Q:  On average how many requests are made to modify the "public access web page" contents per week? A:  Approximately two requests per week.  The contractor will coordinate with the Public Affairs office to receive public release approval.


-  Q:  What are the major types of modification requests to the "public access web page" (e.g. trivial corrections, major rework, etc.)? A:  Currently trivial corrections, however as stated above expect to do a redesign of the public website that upon completion will be approximately 21 pages.


-  Q:  If the requests for modification routinely involve major rework, what drives the rework requirement? A:  The develop works in conjunction with the government representative and the contract’s international expertise consultant to develop content for the website.


-  Q:  Approximately how many actual hours per week does it currently take to maintain the "public access web page"? A:  Approximately 20 to 30 hours a month required for maintenance.  Expect the public access website will be redesigned and upon completion will be approximately 21 pages.


-  Q:  From a planning perspective, how many different users are expected to access and use the "public access web page" per year? A:  This is not applicable to the bid since the AFOSR IT support contractor is responsible for maintenance and access to the server.


-  Q:  What is the maximum hit rate the "public access web page" is expected to handle (hits per hour)? A:  This is not applicable to the bid since the AFOSR IT support contractor is responsible for maintenance and access to the server.


-  Q:  What types of programming are used on the "public access web page" (e.g., HTML, PERL, Java, JavaScript, Visual.Net, C++, etc.) A:  HTML, JavaScript and ASP

-  Q:  What types of files are on the "public access web page" (e.g., ASPs, EXEs, SWF, etc.)? A:  ASPs


- Q:   Has the "public access web page" been tested and certified to be Section 508 compliant in accordance with Federal law? A:  Yes the website is Section 508 compliant and the contractor is responsible for ensuring compliance.


-  Q:  What SW products are currently used to program and manage the "public access web page" (e.g., DreamWeaver, FrontPage, etc.)?  Will the bidder be required to continue to use those specific products? A:  Currently Homesite is being used.  We prefer FrontPage not be used.   However there is no requirement to continue using Homesite as long as no other requirements are comprised (e.g., website continues to be Section 508 compliant, it does not interfere with the AFOSR firewall).


-  Q:  What are the Security considerations with the "public access web page" (e.g., is the "public access web page" an SSL site)? A:  The AFOSR IT support contractors handle the security on the server.  There is no special security for the website (e.g., no SSL), since it is available to the public.  

6) PBSOW, par 2.2.2


-  Q:  What "software systems" are included in the "on-line suite" in the "International Library"?  A:  Database, International Individual Initiatives white paper evaluation system, search page, document archive. 

-  Q:  What are the "data sources" cited in the "International Library"? A:  AFOSR’s European (EOARD) and Asian (AOARD) offices’ MS Access internal tracking system, the Basic Research Automated Grants System (BRAGS) (e.g., database on AFOSR contracts), the Technical Cooperation Program (TTCP), Research Technology Organization (RTO), and Engineer and Scientist Exchange Program (ESEP)



--  Q:  How many "data sources" are there?  A:  Approximately 6 

 

--  Q:  Where are the "data sources" located? A:  AOARD data located in Tokyo, Japan; EOARD data located in London, England; rest of the data is located in the Washington, DC area.


-  Q:  Are the "software systems", themselves, to be supported as part of this effort (e.g., do the systems require custom programming, patches, upgrades, etc.)?  A:  The “software systems” described above are custom built and will need to be supported by the contractor.


-  Q:  Is the "International Library" a part of the AFRL Virtual Technical Library?  If so, is it managed by AFOSR's Technical Librarian? A:  No


-  Q:  If not, will the bidder be required to transition the "International Library" to the AFRL Virtual Technical Library? A:  Currently this is not part of the active requirements, however if the organization is directed to do this then the transition would fall under this contract’s statement of work.

-  Q:  If the "International Library" is not planned for transition to the AFRL Virtual Technical Library, will the bidder be expected to port the "International Library" directly to the AFRL Portal?  If so, what is the schedule for such? A:  Currently this is not part of the active requirements, however if the organization is directed to do this then the transition would fall under this contract’s statement of work.


-  Q:  How is the "International Library" "coordinated with other DOD databases" (e.g., is there an automated system, a manual process, etc.)? A:  Some of the processes are automated and some are manual.


-  Q:  What "database" product is used for the "International Library"? A:  Microsoft SQL Server Q:  If the existing "database" is not an Oracle database, will the bidder be required to transition the "database" to Oracle (since Oracle is AFMC's de facto, enterprise-licensed, database product of choice)?  If the bidder is expected to transition the database to Oracle, are any of the below elements a feature of the existing Microsoft database? A:  Currently this is not part of the active requirements, however if the organization is directed to do this then the transition would fall under this contract’s statement of work.



--  Q:  Integers defined as "tinyint"? A:  N/A



--  Q:  Fields in excess of 4000 characters? A:  N/A


--  Q:  Binary (bit) types of data fields? A:  N/A
                        --  Q:  Requirement that date/time data be accurate to greater than 1 second? A:  N/A


--  Q:  Use of the datatype SQL_VARIANT? A:  N/A


--  Q:   Use of the datatype UNIQUEIDENTIFIER?A:   N/A


--  Q:  Use of an empty string to represent a single blank space?A:   N/A

-  Q:  Is there a pre-existing "information reporting" product in use? A:  No there is not.  Q:  Will the bidder be required to continue to use the same tool? If so, what tool is used?  If not, is the bidder expected to provide the tool? A:  Bidder is not required to provide the tool.


-  Q:  Regarding "database design", is a database modeling tool currently in use?  A: No

                        --  Q:  If so, what type of tool is used and what modeling language is used? A:  N/A



--  Q:  If not, is the bidder expected to create a model? A:  Currently this is not part of the active requirements due to the relatively simple structure.  However, if the system expands and model is required then this would fall under this contract’s statement of work.


--  Q:  If a modeling tool is not in use and the bidder is not expected to employ a database modeling process for SW documentation, how is documentation for the database application to be maintained? A:  Documentation can be done in accordance to contractor’s best practices. 


-  Q:  Will software change requirements for the database application be provided to the bidder as contract modifications or is the bidder expected to utilize the proposed workforce to perform a level of effort (LOE) type of function?  A:  This is a time and materials contract with incidental cost reimbursement portions (i.e., travel and transition).  This is not a level of effort contract.  In reference to the question, the software change requirements will not be provided as contract modifications.  However, the software changes are expected to occur as government requirements warrant.  Q:  If they are to be accomplished as an LOE, what level of effort is desired? A:  Effort required to perform database updates without rewriting existing information, checking and verifying data, maintaining/troubleshooting stored procedures (currently ~ 60), creating new stored procedures (~5-10 per week), creating tables (~2 per week), and views (~2 per week). 

-  Q:  Will the bidder be required to participate in the Configuration Control Board (CCB) controlling the database application configuration?  If there is no CCB, how is the configuration of the database application managed? A:  Currently this is not part of the active requirements, however if the organization is directed to do this then this would fall under this contract’s statement of work.


-  Q:  Is full documentation available for the database application that has already been developed?  A:  Yes  Q: If not, will the bidder be required to post-develop documentation for the database application already in existence? A:  N/A

-  Q: Have all database and web applications been evaluated for requirements to have AFCA Certificates of Networthiness (CONs) and AFCA Certificates to Operate (CTOs)?  If so, are all required CONs and CTOs in place?  If not, is the bidder expected to manage the CON and CTO requirements? A: The CONs and CTOs are not all in place.  Communication with AFC will be by the AFOSR ISSO; however packages will be prepared by the contractor who will also be responsible for any corrections if the CONs or CTOs are denied.   


-  Q: Are all database applications already covered by AFOSR's System Security Authorization Agreement (SSAA) or will the bidder be expected to prepare those portions of the SSAA?  A:  This is not a part of the requirements.

-  Q:  Is the, "white paper submittal and evaluation system", a custom-programmed system or COTS? A:  Yes this is a custom-programmed system.  
 

--  Q:  If it is COTS, what is the product used? A:  N/A



--  Q: Is the bidder expected to continue to use the pre-existing products already in use for the "white paper submittal and evaluation system?"? A:  Yes


-  Q:  Is a listing of the other "DOD databases" available?  A:  Yes.  As stated above these databases include AFOSR’s European (EOARD) and Asian (AOARD) offices’ MS Access internal tracking system, the Automated Information System (AIS) (e.g., database on AFOSR contracts), the Technical Cooperation Program (TTCP), Research Technology Organization (RTO), and Engineer and Scientist Exchange Program (ESEP)

- Q:  Is the "document archive" included in AFOSR's current organizational file plan?  No If not, will the bidder be required to develop and submit an organizational file plan for the "document archive"? A:  Currently this is not part of the active requirements, however if the organization is directed to do this then this would fall under this contracts statement of work.


-  Q:  When is the "document archive" to be transitioned to the AF Records and Documents Management System (RM/DM)?  Will the bidder be required to participate in this transition?  Will be bidder be required to work with AFOSR's RM/DM Functional Manager? A: Currently this is not part of the active requirements, however when the organization is directed to do this then this would fall under this contracts statement of work.


-  Q: What is the "datamining" tool in use?  COGNOS is the chosen AFRL Enterprise Business System (EBS) data mining tool.  If the "datamining" tool in use is not COGNOS, will the bidder be required to transition the current system to COGNOS? A:  The contractor will not be required to transition the current system to COGNOS.  The current tool being used is TechOasis.


- Q:  With regard to, "development and administration of the log-in security process including username and password issuance,", we presume this is pertaining only to the web page and is not the same process called out in AFMAN 33-223?  [i.e., before receiving UserID and password, users must complete licensing requirement (AFMAN 33-223, Paragraph 3.2) and must read (or be trained in another manner on the contents of) AFI 33-119 and its AFMC supplement (AFI 33-119, AFMC Sup 1, Paragraph 2.8].  Is this a correct assumption? A:  As long as all applicable rules are followed, this assumption is true.  

-   Q: Can the, "development of future software application related to library functions and objectives", be bounded as to the scope of future work involved?  If not, how should the bidder estimate this requirement? A:  The software changes are expected to occur as government requirements warrant.  A rough metric would be approximately two applications.  One application would include building two to four web pages; generating the ASP code; building COM+ objects; creating database tables and stored procedures; building JavaScript Form validation; and system testing.

-  Q:  Regarding, "... a working knowledge of Air Force and DOD research organizations with a particular emphasis on those offices that participate in international S&T activities” Without knowledge of what is to be evaluated in this matter, we cannot determine which organizations are of importance. Is a listing of these organizations or offices available for review?  A:  A brief list of offices include, but are not limited to, AFOSR, EOARD, AOARD, SAF/IAPQ, RTO, and TTCP. 

7) PBSOW 2.3.5  Q:  No data is provided on the projected locations.  Is further guidance available on how the bidder should estimate the cost of supporting the locations of the four sites per year?


               A:  The locations shall be in the Washington, DC metropolitan area.

8) PBSOW 3.2.  Q:  No data is provided on estimated number of travel trips or travel locations.  Is further guidance available on how the bidder should estimate the costs of travel?


              A:  See response to question #1.

GENERAL QUESTIONS:

9) Q: Will bidder's personnel be expected to drive Government vehicles in the course of this work?

    A: No.

10) Q:  The DD-254 appears to indicate a secret security clearance is required for all personnel.  AFI 31-501, Par 3.27 indicates that all users (civilian, military, contractor) of AF systems containing sensitive information must have at a minimum a National Agency Check (NAC) or Entrance National Agency Check (ENTNAC).  Please clarify, is the secret clearance requirement because
of the nature of the work itself or due to database access requirements?

     A:  This is due to the nature of the work itself and information that individuals may need to gain access to.  It is not due to database access requirements.  Block 13 of the DD254 will be modified to read:  "Contractor personnel who shall require AFOSR information and access to Information Technology, IT, equipment used to process the information and/or who perform services in government facilities on a continuing basis shall require a Defense Industrial Security Clearance office, DISCO, Secret Clearance and authorization from the appropriate Security Manager(s) with sponsorship by AFOSR.  Contractor personnel shall be U.S. Citizens.  Contractor is required to provide Visit Authorization Requests to AFOSR and to initiate the National Agency Check for IT-II prior to the personnel reporting on site, unless written waiver has been obtained from the Contracting Officer.  AFOSR will provide assigned and visiting contractor personnel with the necessary building accesses, ID badges, and related security briefings."

11) Q:  Are any of the prospective positions classified as IT-II (limited privileged access) positions require a NACI/NACLC?  (DoDI 8500.2, Table E3.T1 and AFI 31-501, Atch 3, Table A3.42 Rule 8)?

     A:  Contractor personnel who shall require AFOSR information and access to Information Technology, IT, equipment used to process the information and/or who perform services in government facilities on a continuing basis shall require a Defense Industrial Security Clearance office, DISCO, Secret Clearance and authorization from the appropriate Security Manager(s) with sponsorship by AFOSR.  Contractor personnel shall be U.S. Citizens.  Contractor is required to provide Visit Authorization Requests to AFOSR and to initiate the National Agency Check for IT-II prior to the personnel reporting on site, unless written waiver has been obtained from the Contracting Officer.  AFOSR will provide assigned and visiting contractor personnel with the necessary building accesses, ID badges, and related security briefings.
12) Q:  Does the tasking involve the encryption or decryption of data?  If so, what encryption products are expected to be used?

     A:  No

13)   Q:  Does the work involve physically transporting, transferring or couriering media containing classified or encrypted content?      

       A:  No

14) Q:  Who are some of the contractors that may interface with the ITIES awardee (see Section H clause,  H040 ASSOCIATE CONTRACTOR AGREEMENTS FEB 2003)?

A:  
Techplan Corporation 

  
POC:  Michelle Smith, Director of Contracts

 
2120 Washington Blvd, Ste 400

Arlington, VA

(703) 415-9348 

Contract No. GS10F-0065K - Order FA955004F0001entitled Program Support for PIE. 

Contract No. GS35F-4509G - Orders T0699BN0723 entitled AFOSR Public Affairs Office

Support, T0699BN0687 entitled Public Affairs Analyst, T0699BN8193 entitled Protocol 

Support.

Quantech Services, Inc.
POC: Jim Monopoli, President or Ron Lombard, CEO

3 Preston Court, Suite 240
Bedford, MA 01730
Phone: (781) 271-9757

Contract # FA9550-04-F-0004 (On and Off-Site Program Management, Financial Management, and Administrative Support)
Northrop Grumman

POC:  Kia Heidari 

Northrop Grumman Information Technology

7575 Colshire DR C8W1

McClean, VA 22015

Phone: (703) 556-1229

Contract vehicle: GSA ANSWER ("Applications 'n Support for Widely-diverse Enduser Requirements") contract number GS09K99BHD0008.  Project Number: #K01HS008S00. Order number: TO601BN0842.

15)  Q:  Section 2.8.2 of the RFQ (page L - 4 of 18) states: "Each page shall be counted except the following: Cover pages, tables of contents, lists of tables and illustrations, tabs, cross-reference matrices, glossaries, past performance information provided in Attachment 1 (Section L) and resumes." However, Attachment 1 of Section L lays out the Cost Format A and Cost Format B requested lay out; it does not refer to Past Performance. Was it the government's intention to refer to Section L - Attachment 2 (Past Performance Information) or Section L - Attachment 3 (Past Performance Questionnaire)? 

       A:  Section L, para 2.8.2, Page Format Restrictions and Limitations, the last part of the last sentence should read: ". . . past performance information provided in Attachment 2 (Section L) and resumes." 
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